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Definition: What i1s TFGBV

“Action by one or more people that harm others based on their sexual or gender
identity or by enforcing harmful gender norms. This action is carried out using the
internet and/or mobile technology and includes stalking, bullying, sex-based
harassment, defamation, hate speech, exploitation and gendertrolling.”

(Hinson, Mueller, O’Brien-Milne, & Wandera, 2018)
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More than a women's rights issue: How technology-
facilitated gender-based violence is a threat
to democracy

L Technology-facilitated gender-based violence (TFGBV):
= |s disproportionately directed at women, girls and gender-diverse individuals
= silences their voices and curtail representation of diverse social, political and
economic issues in politics and public discourse
= women, girls and gender-diverse individuals from groups that experience multiple

forms of discrimination are targeted by perpetrators of TFGBV

Il Governments and tech companies have not successfully generated solutions for
protecting the right of women, girls, and gender-diverse individuals to participate in digital
spaces without encountering risks to their safety in the form of TFGBV.
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What does TFGBYV look like In

real life?

TFGBV can be perpetrated using new
technologies, or by using old technologies in
new ways. Violence against women evolves
constantly, and we must remain vigilant.
There are many forms of TFGBY, including:
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Online gender and sexual harassment;
Cyberstalking;

Image-based abuse, including non-consensual
sharing of intimate images, deep fakes or sending
unsolicited images of genitals to another person;
Technology-facilitated sexual abuse, such as
sextortion (blackmail by threatening to publish
sexual information, photos or videos), online
grooming for sexual assault, etc.;

Doxing (publishing private personal information);
Hacking;

Impersonation;

Searching for targets and using technology to
locate survivors in order to perpetrate violence;
Hate speech;

Defamation;

Limiting or controlling survivors’ use of technology.
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Online Gender-Based violence
vs Online Violence

Online Gender-Based violence

also referred to as technology-facilitated
gender-based violence (TFGBV),6 is an
form of violence that is enabled by or
perpetrated by using technology or a4
digital interface - specifically the internet
or smart devices. It can target one’s
gender, sex, or sexual orientation.

Online Violence

commonly referred to as cyber violence or
itechnology-facilitated violence is the use|
of computer systems to cause, facilitate,
or threaten violence against individuals,
hat results in (or is likely to result in)|
hysical,  sexual, psychological or
conomic harm or suffering and mayj
nclude the exploitation of the individual's]
circumstance, characteristics or
ulnerabilities. 5
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TFGBV as Cyber Violence

TFGBV — often referred to as cyber violence or online abuse — is an emerging global public

health and human rights issue that affects the safety and well-being of individuals and
negatively impacts communities.

TFGBV includes behaviors such as stalking, bullying, sexual harassment, defamation, hate
speech, exploitation and gender trolling, which are carried out utilizing computer and mobile
technology. Technology-facilitated GBV is violence that is motivated by the sexual or gender
identity of the target or by underlying gender norms.
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Cyber violence against women
and girls (CVAWG)

Digital platforms have often been celebrated for allowing equal opportunities for public self-
expression, regardless of one’s identity and status. Yet, not everyone is welcome in the
cyberspace. The digital arena has become a breeding ground for a range of exclusionary and
violent discourses and beliefs, expressed and disseminated in a context of anonymity and
impunity.

Both women and men can be victims of cyber violence. However, evidence shows that women
and girls are highly exposed to it. Not only are they more likely to be targeted by cyber
violence, but they can suffer from serious consequences, resulting in physical, sexual,
psychological, or economic harm and suffering.

Cyber violence against women and girls (CVAWG) is often dismissed as an insignificant and
virtual phenomenon. However, CVAWG does not exist in a vacuum: it is an act of gender-based
violence that is perpetrated through new technologies, but is deeply rooted in the inequality
between women and men that still persists in our societies.
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How Is cyber violence gendered?

CVAWG is part of the continuum of violence against women and girls and represents yet
another form of abuse and silencing embedded within existing gendered power structures. The
violent acts taking place through technology are an integral part of the same violence that
women and girls experience in the physical world, for reasons related to their gender?.

Also, there are many forms of cyber violence that target women and girls almost exclusively.
These include forms of non-consensual intimate image abuse, like cyber flashing and
sextortion as well as virtual rape.

An EIGE study on Gender Equality and Digitalisation in the European Union highlighted the new
gendered challenges of digitalisation, including women being potential targets of CVAWG from
a very young ageb6. Often resulting in an abandonment of digital spaces, CVAWG has a
devastating impact on women’s confidence when it comes to technology, further contributing
to worsening gender equality issues like STEM/ICT gender segregation and gender pay gap.
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Cyber violence against
women and girls

Cyber violence against women and girls includes a range of different forms of violence
perpetrated by ICT (Information Communication Technologies) means on the grounds of
gender or a combination of gender and other factors (e.g. race, age, disability, sexuality,
profession, or personal beliefs).

All acts of CVAWG can:

start online and continue offline such as in the workplace, at school or at home; >
start offline and continue online across different platforms such as social media, emails or instant
messaging apps;

be perpetrated by a person or group of people who are anonymous and/or unknown to the victim; >
be perpetrated by a person or group of people who are known to the victim such as an (ex)
intimate partner, a schoolmate or a co-worker.
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Cyber stalking against
women and girls

Cyber stalking against women and girls involves intentional repeated acts against women
and/or girls because of their gender, or because of a combination of gender and other factors
(e.g. race, age, disability, sexuality, profession or beliefs).

It is committed through the use of ICT means, to harass, intimidate, persecute, spy or establish
unwanted communication or contact, engaging in harmful behaviours that make the victim
feel threatened, distressed or unsafe in any way.

o Cyber stalking is a key tactic of coercive control used in intimate partner violence (IPV). 7 in 10 women who have experienced
cyber stalking have also experienced at least one form of physical and/or sexual violence from an intimate partner'°.

»  Several studies highlight the links between stalking and cyber stalking'": a UK study found that over half (54 %) of cyber stalking
cases involved a first encounter in the physical world'%. Also, obtaining personal information through cyber stalking can lead
to further violent actions both online and offline ™.

» The negative impact of cyber stalking on the victims’ well-being appears similar to that of stalking'. Cyber stalking victims
report increased suicidal ideation, fear, anger, depression, and post-traumatic stress disorder symptomology .
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Cyber harassment against
women and girls

Cyber harassment against women and girls involves one or more acts against victims because
of their gender, or because of a combination of gender and other factors (e.g. race, age,
disability, profession, personal beliefs or sexual orientation).

It is committed through the use of ICT means to harass, impose or intercept communication,
with the purpose or effect of creating an intimidating, hostile, degrading, humiliating or
offensive environment for the victim.

» According to a 2019 FRA survey, 13 % of women across the EU, the UK and North Macedonia had experienced cyber harassment during the
previous 5 years. Victims are more commonly younger respondents (20 % of young women aged 18 to 29), members of the LGBTIQ+
community and people with disabilities .

»  Cyber harassment tends to reflect a broader pattern of victimization on the offline-online continuum of violence. 77 % of women who have
experienced cyber harassment have also experienced at least one form of sexual and/or physical violence perpetrated by an intimate partner'”.

®* 41 % of responding women who experienced cyber harassment felt that their physical safety was threatened. One in two women have
experienced reduced self-esteem or loss of self-confidence, stress, anxiety, or panic attacks because of cyber harassment '8,
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Cyber bullying against girls

Cyber bullying against girls means any form of pressure, aggression, harassment, blackmail,
insult, denigration, defamation, identity theft or illicit acquisition, treatment or dissemination
of personal data, carried out repeatedly by ICT means on the grounds of gender or a
combination of gender and other factors (e.g. race, disability or sexual orientation), whose
purpose is to isolate, attack or mock a minor or group of minors.

. There is a strong connection between cyber bullying and bullying: most students who
are victims of cyber bullying have been bullied in school first, and a large percentage of
victims of bullying have been bullied both online and offline, often by the same
perpetrator(s)'®.

o Across the OECD countries with available data, about 12 % of girls aged 15 report
having been cyber bullied, compared with 8 % of boys?°. The Cyberbullying Research
Center found that adolescent girls are more likely than boys (50.9% vs. 37.8%) to have
experienced cyber bullying in their lifetimes?'.

. Certain minority groups are more exposed to cyber bullying, such as LGBTIQ+
individuals and students with special needs??. Also, there are clear links between cyber
bullying and mental health problems?2.




Online gender-based hate speech

Online gender-based hate speech is defined as content posted and shared through ICT means that:

a)is hateful towards women and/or girls because of their gender, or because of a combination of gender
and other factors (e.g. race, age, disability, sexuality, ethnicity, nationality, religion or profession); and/or
b)spreads, incites, promotes or justifies hatred based on gender, or because of a combination of gender
and other factors (e.g. race, age, disability, sexuality, ethnicity, nationality, religion or profession).

It can also involve posting and sharing, through ICT means, violent content that consists of portraying
women and girls as sexual objects or targets of violence.

This content can be sent privately or publicly and is often targeted at women in public-facing roles.

e  Victims may decide to post less often, tone down their language to mitigate provocation or even deactivate
their accounts. According to Amnesty International, this self-censorship has a ‘silencing effect’ and results
in women and girls not openly participating to debates and meaningful exchanges online?.

e  Asvictims are often prominent female figures like politicians, journalists or sportswomen, online gender-
based hate speech directly impacts on the presence and activities of potential role models for girls who may
want to pursue careers in traditionally male-dominated industries.

» ICT means can contribute to make online forms of gender-based hate speech more harmful, because it is
significantly more difficult to permanently remove abusive or triggering content from the Internet, which
often results in re-victimisation?.
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Non-consensual intimate image abuse

Non-consensual intimate image (NCIl) abuse against women and girls involves the distribution
through ICT means or the threat of distribution through ICT means of intimate, private and/or
manipulated images/videos of a woman or girl without the consent of the subject.

Images/videos can be obtained non-consensually, manipulated non-consensually, or obtained
consensually but distributed non-consensually. Common motivations include sexualizing the
victim, inflicting harm on the victim, or negatively affecting the life of the victim.

¢  The spread of such images can destroy victims' educational and employment opportunities as well as their intimate relationships. Victims
are often threatened with sexual assault, stalked, harassed, fired from jobs, and forced to change schools. Some have committed suicide?®.

¢ NCIl abuse is closely linked to intimate partner violence (IPV). The perpetrator can be an ex-partner who aims to publicly shame and
humiliate the victim, often in retaliation for ending the relationship. For this reason, media-generated terms like non-consensual
pornography or revenge porn are often used. However, these terms are legally incorrect and create false impressions around the
circumstances of the offense.

e Technological advances are enabling more and more realistic manipulation of images. This can be done using software such as Photoshop
or Al tools to create synthetic media like deepfakes?’.
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OGBYV causes real harm!

OGBYV has grave consequences, not only for women and girls, but it affects society as a whole.
An analysis of documented cases in the Philippines showed that survivors of OGBV experienced
emotional harm (83 per cent), sexual assault (63 per cent) and physical harm (45 per cent).

In Pakistan, online harassment has resulted in femicide, suicide, physical violence, emotional
distress, women losing their jobs and silencing themselves in online spaces.3

OGBYV is deeply rooted in discriminatory social norms, gender inequality and often connected
to offline violence. It is actively a barrier against women’s and girls’ freedom of speech and
their involvement in the public agenda.
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OGBYV is a barrier against girls’ and women’'s
freedom of expression and their involvement in
education, the labour force and political and public
discussion. It undeniably widens existing gender
inequalities that work against peaceful, prosperous
and sustainable societies.
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Online Safety Is not a dream!

TFGBV or OGBYV is as preventable as any other form of GBV. Research shows that tailored
prevention efforts aimed at all levels, including governments, the private sector, tech
companies, communities, and individuals; along with adequate response services to survivors
can lead the way to ending OGBV.

Involving more girls and women in STEM (Science, Technology, Mathematics, Engineering)
fields; supporting women-led tech companies, and mainstreaming gender in our current tech
ecosystem including Al (Artificial Intelligence), would further help to deconstruct gender-blind
and gender-biased tech ecosystems, and ultimately help to build a gender-transformative
ecosystem.
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How to Reduce Technology-
Facilitated Gender-Based Violence

TFGBV is not only online but is also facilitated through the use of digital products and devices.
The rising use of and demand for interconnected devices or Internet of Things (IOT) devices
offers benefits that greatly improve quality of life and increase efficiency of certain tasks.

However, there is little concerted decision-making and policymaking to address the amount of
personal data collected and stored by these devices and how these devices and the data they
generate may be coopted for malicious purposes.

Smart chips are becoming common: smart TVs, wearables, voice assistants, computerized
personal assistants, and even ordinary household devices like washing machines, toasters and
refrigerators can now be connected to the internet. The setup and installation of these gadgets
often require more than necessary personal data from users. IOT devices might c ollect and
retain mass amounts of data and metadata on women and girls and share with a variety of
parties, who may be able to extract data on where these women and girls are, what they are
doing or saying, and perhaps even capture imagery and videos of them.
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Recommendations:

- Strengthen systems to support data security, including confidential information collected and
managed by State actors and data collected through location-based applications and
platforms.

- International agreements and a common right-based legislative framework to address cross-
border TFGBV.

- Reduce privacy risks to women and girls by disconnecting the data subject from the data
collected. Methods such as differential privacy, synthetic data or homomorphic encryption,
could aid as part of a solution to ensure data collected cannot be traced back to the particular
user.
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Recommendations: Safety by Design:

Ensuring survivor-centered product

financing, ideation, development and
Deployment

The Global Digital Compact should work with Government and private technology companies to ensure
solutions, products and platforms are designed with gender equity in mind, including design pedagogies
that center (1) the voices of those who are directly impacted by design process outcomes, (2) the impact
on communities over designer intentions and (3) everyday people as experts on end user experiences who
collaborate with designers and developers.24 This mandates the participation of women and marginalized
populations in the financing/funding of tech development and includes ideation, conceptualization,
development, testing and scaling of products that have accessible safety features and complaint
mechanisms in their solutions and platforms. Governments and businesses must ensure women’s active
role in internal staffing across roles and levels of responsibility and in decision-making processes.
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Recommendations: Privacy by Default and
Design: Ensuring robust data privacy and
security to proactively mitigate

use of data for TF GBV

The Global Digital Compact should work with Governments and business and
technology to advance, regulate, and standardize data collection practices, privacy, and
security.

Data collected and stored can be weaponised to commit and amplify TF GBV including
intimate partner violence, cyberstalking, sharing of intimate images without consent,
doxxing and impersonation. While data is highly valuable and essential to the business
model of companies, collection of personal data should be only for certain cases when
consent has been provided and there is a primary functional user driven reason.

The economic value of data incentivises technology companies to collect data, often
unknown or poorly understood by end users, resulting in a loss of data privacy, data
security, and a sense of control over how one’s information is being used by others.
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The key measures for technology-facilitated
gender-based violence (TFGBV):

Case Definition for Prevalence Data
Local Context and Standardized Measures
Quantitative Survey Tool Design

Technology's Impact on Definitions and Measurement
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1. Case Definition for Prevalence Data:

*Define a case of TFGBV as participants experiencing at least one tactic.

*Consider participants targeted due to gender or sexual orientation or if the content
of the incident reinforces harmful gender norms.

*Treat any experienced tactic as violence, even if it occurred once or the perpetrator
did not intend harm.

*Acknowledge that some participants may not perceive their experience as an

attack on their gender or sexual orientation.
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2. Local Context and Standardized
Measures:

*Acknowledge the universal and context-dependent nature of TFGBV.

*Recognize that cultural norms influence what is considered "sexually explicit" and impact
emotional responses.

*Develop standardized measures that capture localized expressions and permutations of
TFGBV.

*Ensure prevalence data is cross-culturally comparable, considering both commonalities and

distinct manifestations.
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3. Quantitative Survey Tool Design:

Strike a balance between clarity and comprehensiveness in a quantitative survey tool.
*Break down the survey into smaller sections to focus on specific elements of TFGBV.
*Minimize participant burden by identifying the most traumatic experience and focusing
on its implications.

*Consider alternatives such as focusing on impacts or help-seeking behaviors without

connecting them to each tactic separately.
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4. Technology's Impact on Definitions
and Measurement:

*Recognize that technology complicates definitions, experiences, and measurement of GBV.
*Address the challenge of defining relationships within technology-facilitated GBV, considering
anonymity and institutional relationships.

*Adapt to the evolving nature of technology by focusing on platform categories rather than
specific apps or websites.

*Acknowledge the unique obstacles researchers face in measuring perpetration accurately in

the digital age.
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Conduct formative research and continue
conceptualization: Continue testing and validating
quantitative measures.

We need robust, reliable, and validated measures with global applicability to
get prevalence data.

With good prevalence data at city, regional and national levels, we
can leverage change with governments, policymakers and program
developers.

A holistic and contextualized understanding of technology-facilitated GBV will
require additional research that surfaces participants’ varying definitions.
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Next Steps in Research:

*Develop reliable, valid, and practical quantitative measures with global applicability.

*Conduct research to understand prevalence and experiences globally and take meaningful
action locally.

*Advocate for comprehensive, effective, and timely solutions to address TFGBV, involving
policymakers, researchers, technology companies, and other stakeholders.

*Continue testing and validating quantitative measures for TFGBV.
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